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Abstract—Industrial automation in the energy sector requires
Al that remains operational regardless of network conditions,
a requirement that cloud-centric architectures cannot meet in
remote oil fields, offshore platforms, and other disconnected
environments. This paper evaluates Device-First Continuum Al
(DFC-AI), an architecture in which intelligent agents originate
on the end device and escalate across the continuum to a
gateway or the cloud only when a task exceeds local capability.
This study contributes a benchmark-grounded comparison of
three architectures—cloud-centric, gateway-based, and device-
first—on latency, resilience, and cost, along with a model that
explains the results and the conditions under which the device-
first advantage holds. Across simulations of drone inspection,
sensor-network, and worker-safety deployments, DFC-AI delivers
large reductions in both latency and energy, maintains near-
full capability when the cloud is unreachable and when an
individual node fails, and runs at a small fraction of the
cost of either alternative. Cloud-centric systems fail completely
on disconnection, while gateway-based systems, although they
survive a cloud outage, concentrate risk at a single aggregation
node whose loss disables every device it serves and can cost
more than the cloud they were meant to replace. The advantage
is largest for the predominantly local workloads typical of the
energy sector and narrows only when work is inherently cloud-
bound. The practical implication is that processing intelligence
where data originates, rather than transmitting it to a distant tier,
is what makes industrial AI available, affordable, and resilient
at scale.

Index Terms—Device-First Continuum Al, Hybrid Edge Cloud,
agentic AlI, physical Al, industrial AI, on-device inference,
network resilience, end-to-end latency, energy efficiency, total cost
of ownership, microservices, industrial automation, energy sector

I. INTRODUCTION: THE IMPERATIVE FOR
ALWAYS-AVAILABLE INTELLIGENCE

The promise of Al in industrial automation rests on a
fundamental requirement: intelligent agents must be available
anytime, anywhere, regardless of network conditions. In the
energy sector, where operations span remote oil fields, offshore
platforms, and hazardous environments, this requirement is
not negotiable. It is essential for both operational continuity
and human safety. Yet a cloud-centric Al architecture ceases
to function when network connectivity is lost or degraded,
rendering the intelligent system inoperative precisely when it
may be needed most [1], [2].

Consider the operational landscape within the energy sec-
tor. Autonomous robots inspecting pipelines, drones moni-
toring offshore platforms, smart sensors deployed across oil-
fields, and control systems within refineries all generate large
amounts of contextual data directly at the point of operation.
For these devices to make accurate and timely decisions which
may be crucial for safety, efficiency, and preventing costly
downtime, they require immediate access to this local context.
Transferring compressed video streams and sensor data to a
centralized cloud for processing before a decision can be made
introduces unacceptable latency, rendering real-time control
and intervention impossible in many critical situations. The
inspection deployment modeled here generates approximately
10.8 GB per drone per day at the capture rate and duty cycle
stated in Section V. Furthermore, industrial AI workloads
exhibit the heavy-tailed structure documented in datacenter
and cluster-trace studies [3]-[5]; we take the corresponding
locality split in our scenarios to be approximately 80% locally
resolvable, a design assumption whose effect on the results is
examined in Table 4. Workloads of this kind can be categorized
as physical Al: the intelligence is embodied in equipment
that senses and acts on the physical world under real-time
constraints, so the volume of data to be moved is set by
the deployment itself rather than by user demand, and a late
decision is of no operational use.

The challenge extends beyond current operations. As the
industry transitions from millions of human-operated applica-
tions to agentic Al, in which billions of autonomous agents
perceive, decide, and act continuously without a human in the
loop for each step, the architectural limitations of centralized
approaches become insurmountable. Simple mathematics il-
lustrates this scalability crisis: one billion autonomous agents
each requiring modest IMB/second communication with cloud
services would demand 1,000 TB/second of aggregate net-
work bandwidth, exceeding the capacity of entire continental
internet infrastructure. This fundamental barrier demands a
complete architectural rethink.

To address these demands, Hybrid Edge Cloud architec-
tures [6], [7] have been proposed. Within this paradigm,
DFC-AI [8] emerges as a specialized approach. DFC-AI is
characterized by the implementation of intelligent agents,
architected using a microservices framework, that are initiated
and primarily reside on devices. These intelligent agents can
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then extend their operations and collaborate with gateways and
cloud servers as needed, forming a cohesive and distributed in-
telligence continuum. Similar to how the human brain handles
immediate reflexes and local tasks at the peripheral level while
relying on the central nervous system for complex reasoning
and global awareness, DFC-ALI prioritizes intelligence at the
device level for timely actions while leveraging the broader
cloud continuum for more involved processes.

This paper presents comprehensive evidence for DFC-ATI’s
advantages through mathematical modeling, detailed simula-
tions of real-world energy sector scenarios with statistical
validation, and verification of theoretical predictions.

The device-first continuum architecture itself was intro-
duced in prior work [6]-[8]. The contribution of this paper is
its rigorous evaluation: a model that explains where and why
a device-first design wins, a benchmark-grounded simulation
that compares it against the two dominant alternatives, and an
explicit statement of the conditions under which its advantage
holds and those under which it does not. To our knowledge,
this is the first study to place the device-first option alongside
cloud-centric and gateway-based baselines and to evaluate all
three on latency, resilience, and cost together, rather than on
latency or throughput alone, for autonomous operations in the
energy sector.

The specific contributions are the following.

« We make the device-first continuum precise as the object
of evaluation: Al agents implemented as microservices
that originate and resolve on the end device, above the
operating system, and escalate to gateway and cloud tiers
only when a task exceeds local capability, so that the first
service call a device makes is to itself.

o We give a latency model that ties the architecture to a
single mechanism, avoidance of the network path. End-to-
end latency is decomposed into round trip, transmission,
and inference, which shows why on-device resolution
dominates for the data-heavy, intermittently connected
workloads characteristic of the energy sector.

o We compare DFC-AI quantitatively against centralized
cloud and gateway-edge baselines across three representa-
tive energy-sector scenarios, drone inspection, sensor net-
works, and worker safety, using parameters drawn from
published benchmarks and reporting latency distributions
rather than single point estimates.

o We characterize resilience along two axes, the fraction of
tasks served locally during a cloud outage and the fraction
of the fleet that survives a single-node failure, deriving
both per scenario from the deployment topology rather
than asserting fixed figures.

« We show that the latency, resilience, and cost advantages
all follow from one architectural choice, keeping work
off the network, and we give a structural cost argument
in which the on-device marginal cost is near zero while
cloud cost is recurring and proportional to traffic.

« We bound the claims, identifying the workloads for which
the device-first advantage holds and those for which it
does not.

Relation to the Authors’ Prior Work

The device-first continuum concept and the Hybrid Edge
Cloud substrate on which it rests were introduced in our earlier
publications [6]-[8]. In particular, the book chapter [8], an
extended version of a paper presented at the Future Technolo-
gies Conference (FTC) 2025, defined DFC-AI and argued for
it conceptually, describing the architecture, the microservice
agent model, and the escalation principle. That work contained
no quantitative evaluation: no latency, queueing, energy, or
cost model, no simulation, no baselines, and no numerical
results.

The present paper is an evaluation study that extends [8]
rather than restating it. The new material comprises: (i) an
analytical service-time model with device-dependent through-
put scaling and a load-dependent (Erlang-C) queueing treat-
ment, tied to a single mechanism, avoidance of the network
path; (ii) a parameterization grounded in published on-device
inference benchmarks rather than assumed constants; (iii) a
discrete-event simulation of three energy-sector deployments
with 30 independent runs per scenario, confidence intervals,
and significance testing; (iv) the explicit introduction of a
gateway-based baseline alongside the cloud baseline, and a
two-axis resilience characterization that separates cloud-outage
survival from single-node failure survival; (v) an arrival-
rate sweep and a three-parameter sensitivity analysis; (vi) a
structural cost model covering both payload-billed and token-
billed workloads, with the gateway’s fixed component taken
from independent total-cost-of-ownership studies; and (vii) an
explicit statement of the boundary conditions under which
the device-first advantage narrows. No text, figure, table, or
numerical result from [8] is reproduced here. The conceptual
description in Sections II and III is a condensed restatement
of [8], retained only to make the evaluated architecture precise,
and is cited as such throughout.

II. BACKGROUND: DFC-AI ARCHITECTURE AND ENERGY
SECTOR REQUIREMENTS

A. Device-First Continuum Al Overview

Device-First Continuum Al (DFC-AI) [8] differs from
cloud-centric approaches in where execution begins: the first
service call a device makes is to itself. As described in [8],
DFC-AI implements intelligent agents using a microservices
architecture that originates at end devices and extends across
the computational continuum. The architecture is built on the
Hybrid Edge Cloud paradigm [6], [7] and enables devices to
process data locally while maintaining the ability to collabo-
rate with edge gateways and cloud servers when beneficial.

Key characteristics of DFC-AI relevant to energy sector
applications include:

« Intelligence at the Source: Al capabilities embedded
directly on devices enable real-time processing without
network dependency, critical for remote energy opera-
tions.

o Microservices Architecture: Lightweight, modular
agents that activate only required components, optimizing
energy consumption in battery-powered devices.
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o Zero-Configuration Resource Discovery: Automatic
discovery and utilization of computational resources
within the local environment, enabling dynamic clustering
of inspection drones or sensor networks.

o Network Resilience: Full operational capability main-
tained during network outages, essential for safety-critical
systems in isolated locations.

o Heterogeneous Device Support: Efficient utilization
of mixed computational capabilities, where devices
equipped with a graphics processing unit (GPU) handle
intensive workloads for entire fleets.

B. Energy Sector Operational Requirements

The energy sector presents specific challenges that make
traditional cloud-centric Al architectures inadequate:

1. Remote and Hazardous Locations: Oil fields, offshore
platforms, and pipeline networks often operate in areas with
limited or unreliable network connectivity. Systems must func-
tion autonomously for extended periods.

2. Safety-Critical Operations: Worker safety monitoring,
gas leak detection, and emergency response systems cannot
tolerate network-induced delays or failures. Immediate local
response is essential.

3. Substantial Data Generation: Modern energy opera-
tions generate large data volumes. The inspection deployment
modeled here produces approximately 10.8 GB per drone per
day, derived from the capture rate, payload size, and duty cycle
stated in Section V.

4. Real-Time Control Requirements: Process control in
refineries, valve adjustments in pipelines, and collision avoid-
ance for autonomous vehicles require sub-second response
times.

5. Economic Constraints: Energy companies require cost-
effective solutions that leverage existing infrastructure invest-
ments rather than requiring continuous cloud service pay-
ments.

These requirements dictate an architectural approach that
ensures autonomous operation, minimizes latency, reduces
data transmission costs, and maintains functionality regardless
of network availability.

III. ARCHITECTURAL COMPARISON: DFC-AI vs.
GATEWAY-BASED EDGE Al vS. CENTRALIZED CLOUD Al

The selection of an appropriate architectural paradigm is
fundamental to the successful implementation of intelligent
systems in industrial automation. This section outlines the
main differences between three primary architectural ap-
proaches: Centralized Cloud Al, Gateway-Based Edge Al, and
DFC-AL

A. Centralized Cloud Al

In this architecture shown in Figure 1, all data from end
devices is transmitted to a central cloud infrastructure for
processing and analysis. The end device has no ability to host
workloads and only includes a client agent with or without
user interface depending on the type of device.
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Fig. 1. Centralized cloud Al (1) the device sends raw context to the cloud;
(2) the application programming interface (API) gateway dispatches to the
microservices; (3) the result returns.

While the cloud offers computational resources and scalabil-
ity, this approach suffers from several critical limitations. Most
significantly, it exhibits complete operational failure during
network outages; when internet connectivity is lost, all intel-
ligent functionality ceases, rendering devices non-functional.
This creates a single point of failure that is particularly
problematic in remote industrial environments where network
reliability cannot be guaranteed. Additionally, this approach
suffers from high communication latency, making it unsuit-
able for applications requiring real-time responses. It requires
continuous and reliable network connectivity and can lead to
substantial bandwidth consumption and cloud hosting costs,
especially with large deployments and high data volumes.
The context and operational data that must be continuously
transferred to the cloud can range from gigabytes to terabytes
per day, amplifying bandwidth requirements and associated
costs. Data privacy and security can also be a concern as
sensitive operational data is transmitted over the network and
resides in a centralized environment. End devices in this model
typically have very low autonomy, acting primarily as data
conduits.

B. Gateway-Based Edge Al

This approach shown in Figure 2 moves some computational
power and intelligence closer to the end devices, typically re-
siding on dedicated gateway devices. Gateways aggregate and
pre-process data from multiple end devices before potentially
forwarding it to the cloud for further analysis. This reduces
latency compared to a purely cloud-based approach and can
alleviate some bandwidth constraints.

However, significant limitations remain. The intelligence
is still centralized at the gateway level, the end-device con-
text must be transmitted over the network to the gateway,
and the end devices themselves remain comparatively sim-
ple. The device-to-gateway and gateway-to-cloud links both
persist as dependencies, creating multiple potential points
of failure. Critically, gateway tiers are typically operated as
cloud-managed extensions rather than autonomous systems:
in the dominant edge orchestration frameworks the control
plane is kept in the cloud, and only a minimal subset of
control-plane state is cached at the edge for use during
connectivity loss [9]. A disconnected gateway can therefore
continue serving already-deployed, pre-cached models, but it
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Fig. 2. Gateway-based edge Al. (1) device offloads to the gateway; (2) gateway dispatches internally; (3) gateway escalates to the cloud when needed;

(4) cloud dispatches internally; (5)—(6) results return via the gateway.

loses model and lifecycle updates, reconfiguration, and cross-
node coordination until connectivity is restored, and it lacks
dynamic resource discovery, requiring manual configuration
of gateway resources. A further, often-overlooked point is
that gateway-based architectures can paradoxically cost more
than cloud solutions for some workloads, because the fixed
edge-server infrastructure, including hardware amortization,
power, cooling, and operational staff, must be maintained
regardless of utilization, whereas cloud cost scales with actual
consumption [23], [24].

C. Device-First Continuum Al (DFC-AI)

DFC-AI, shown in Figure 3, places the agent runtime
on the end devices themselves. These intelligent devices,
leveraging microservices architecture, can process most of
the data locally, make autonomous decisions based on their
immediate context, and take real-time actions. This reduces
communication latency and minimizes the reliance on con-
tinuous network connectivity, enabling operation in remote or
challenging environments.

A key distinguishing feature of DFC-AI is its zero-
configuration dynamic resource discovery capability. When
a powerful computational node (such as an NVIDIA Jetson
AGX [11] or similar GPU-enabled device) is introduced into
the local network, all DFC-AI devices automatically discover
and can immediately leverage this additional processing power
without any manual configuration. For example, in a swarm
of inspection drones, adding a single high-performance GPU
node enhances the Al processing capabilities of the entire fleet,
enabling more sophisticated real-time analytics like advanced
computer vision or complex decision-making algorithms that
would otherwise require cloud resources.

Furthermore, DFC-AI demonstrates superior network re-
silience compared to other architectures. Network resilience
varies significantly based on workload characteristics. Cloud-
centric systems fail completely during network outages.
Gateway-based systems keep serving cached models during a
cloud outage, but they concentrate risk at a single aggregation
node, so a gateway or local-link failure removes intelligence
from every device it serves. DFC-AI distributes intelligence

across the devices, so it both rides out cloud outages and
tolerates single-node failures: in our energy sector scenarios
almost all tasks involve local sensor processing, immediate
safety responses, or autonomous navigation, so DFC-AI retains
95% to 100% operational capability during a cloud outage
and 90% to 100% under a single-node failure. This is because
the core intelligence resides on the devices themselves, with
cloud and edge resources serving as enhancement rather than
dependency. Bandwidth consumption is lower as only essential
insights or aggregated data are transmitted. Data privacy and
security are enhanced as sensitive data can be processed and
stored locally. DFC-AI offers real-time capabilities and high
resilience due to the distributed nature of intelligence.

While DFC-AI may require more careful architectural plan-
ning, such as designing services to initiate local calls instead
of relying on centralized gateways or servers, the overall
development and deployment complexity tends to decrease.
This is because developers can modularize workloads as
microservices, test them independently on target devices, and
avoid building and managing complex data pipelines between
the edge and the cloud. In addition, reducing centralized
dependencies streamlines system integration, simplifies main-
tenance, enhances device autonomy, and enables seamless
direct collaboration between devices.

IV. MATHEMATICAL FRAMEWORK

To quantify the performance advantages of DFC-AI, we
develop mathematical models that capture the key performance
metrics: latency, energy consumption, and cost. These models
enable us to compare DFC-AI against traditional cloud-centric
and gateway-mediated architectures across realistic deploy-
ment scenarios.

A. Latency Analysis Model

End-to-end latency is critical for real-time industrial ap-
plications. We model the total latency for each architecture
by breaking down the components involved in processing a
typical Al workload request.
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Fig. 3. DFC-AI The API gateway and microservices run on the end device: (1) the client invokes the local API gateway, (2) the gateway dispatches to a
local microservice, (3) the result returns. Dashed arrows show optional escalation to a gateway or the cloud.

B. Service Time and Load-Dependent Queueing

The time a task takes to complete has two parts: the time
the chosen processor spends running it, called the service time,
and the time it spends waiting behind other tasks before it can
start, called the queueing delay. Most of the difference between
the three architectures comes from these two quantities, so we
define each before assembling the end-to-end latency.

1) Service time: The service time of a task is the amount
of computation it requires divided by the speed of the pro-
cessor that runs it, plus the time to move its data, with two
adjustments. For a task of complexity class ¢ running on node
d, the service time is

tinf(ca d) = (VVc

S

+Ri0D) 77d§; (1)

where:

o W, is the amount of computation the task requires, fixed
by its complexity class c. We set it to the single-stream
inference latency of a representative model for each class
on the reference device, an Arm Cortex-A class cen-
tral processing unit (CPU), calibrated against published
on-device inference benchmarks: about 2 ms for the
simple class (a small model), from MLPerf Tiny [15];
about 30 ms for the moderate class (a compact image-
classification network), from MLPerf Inference [12];
about 120 ms for the complex class (a standard image-
classification network or an object detector), from edge
object-detection benchmarks [13]; and about 400 ms
for the cloud-only class (a large model), extrapolated
from the same sources rather than quoted from a single
reported result. These classes differ by close to two orders
of magnitude in cost. Dividing W, by S, then reproduces
the measured latencies of a GPU or neural processing unit
(NPU) at the operating points that actually execute [14]:

an object detector offloaded to a GPU runs in about 10 to
20 ms of compute time, matching the same benchmarks,
while the same detector on the Arm CPU takes more than
100 ms.

Sgq is the processing throughput of node d, measured
relative to that baseline device, for which S; = 1. A
small sensor or wearable is a fraction of one, while a
GPU-equipped drone or edge server is fifteen to twenty
times faster. Dividing the work W, by S; means the
same task finishes proportionally sooner on a faster
processor. This is the central refinement over a single
fixed inference time: a model is quick on a GPU/NPU and
slow on a weak CPU, and the routing decisions inherit
that difference. A single throughput scalar per device is a
first-order model, since the true speedup is larger for big
models than for small ones; we set each scalar to match
the heavier classes that dominate GPU/NPU use, which
understates the speedup for the smallest models.

Ri, D is the time to move the task’s data into the model,
for example decoding a video frame or reading a sensor
buffer. It grows with the payload size D, at roughly
4 ms per megabyte. For a 5 MB drone image this term
dominates the service time; for a 256-byte sensor reading
it is negligible.

Mg is a runtime overhead factor. It equals one when the
model runs as native code, which is the case in the cloud,
on a gateway, and on an on-device GPU/NPU. It rises to
about 1.45, a roughly 45 percent slowdown, only on a
device CPU, where the model runs as a portable microser-
vice on a runtime above the operating system rather than
as native code compiled for that processor. This figure
agrees with published measurements of portable bytecode
against native execution.
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o ¢ is a random multiplier that represents run-to-run timing
variation, the small differences between repeated execu-
tions of the same task caused by caching, scheduling, and
thermal effects. It is drawn from a lognormal distribution,
so it is always positive and slightly skewed toward higher
values: most runs are close to nominal and a few are
slower. Its average value is exactly one, so it widens the
spread of the results by about 18 percent without shifting
the average. It changes the shape of the distribution, not
the reported figures.

At the reference device, where S; = 1 and £ sits at its average,
the compute term equals W, so each class takes its measured
CPU inference latency; dividing by Sy then reproduces the
measured GPU/NPU latencies on the faster nodes. The model
therefore tracks published benchmark numbers at the oper-
ating points that execute and adds device-dependent scaling
everywhere else.

2) Queueing delay: A processor shared by many devices
cannot run every request the instant it arrives. When several
tasks arrive close together, the later ones wait, and the length
of that wait depends on how heavily the processor is loaded
rather than on any fixed amount. We therefore model each
processing tier as a queue with one or more servers. Writing
\ for the average rate at which tasks arrive at a tier, g = 1/t
for the number of tasks one server can finish per second (the
inverse of the average service time), and ¢ for the number of
servers working in parallel, the load on the tier is summarized
by its utilization p = A/(cu), the fraction of capacity in use.
The average wait is

C(Ca )‘/:u) _ afil_ﬁ
o Clew)= Pl @

Tqueue =

where @ = A/p and C is the Erlang-C probability that an
arriving task finds every server busy; for a single server this
reduces t0 Tyyeue = A/[p1(ft — A)]. The important feature is the
denominator cy — A. While the utilization p stays well below
one the wait is small, and as p approaches one, meaning the
tier is busy almost all the time, the wait climbs steeply.

This is where the architectures diverge. The cloud and
the gateway are shared tiers that carry the combined traffic
of the entire fleet, so their arrival rate A\ is large and they
can be driven toward saturation, especially when requests
arrive in bursts. DFC-AI spreads the same total traffic across
many device-local queues, so each device sees only its own
small A and stays in the region where the wait is negligible.
The simulation does not assume any fixed wait; it drives
each processor from the actual arrival times of the tasks, so
that bursts produce real transient queueing and quiet periods
produce none.

The end-to-end latency of each architecture, defined next,
combines this service time and queueing delay with the net-
work transmission time. The on-device path adds the runtime
factor n and a small inter-process handoff of about 2.5 ms,
and it pays no network transmission when the task is handled
on the device that produced it.

For cloud-centric systems, the total latency includes network
transmission to the cloud, queuing delays, cloud processing,

and return transmission:

Letous = Trlxlept + Tqueue + eloud —+ down (3)

proc net
where:

o Thh = uplink network transmission time from device to
cloud

e Tyueue = queuing delay at cloud servers due to concurrent

requests
o T4 = processing time on cloud infrastructure
o T4%n = downlink network transmission time from cloud

net
to device

For gateway-mediated systems, the latency includes local
device-to-gateway communication, gateway processing, and
escalation to the cloud when the gateway tier is predicted to
be slower than the wide-area path:

Lyaeway = Tasg + Tlfr?)[gway +Ty—aq+ - Leou 4
where:

e Ty_,4 = transmission time from device to gateway

Tgaleway

e Tsoc ° = processing time at the gateway

e T, ,q = transmission time from gateway back to device

e @ = the fraction of tasks that escalate to the cloud
(0 < a < 1); in the simulation this is an outcome of the
same latency-prediction rule the device-first router uses,
so the architectures differ in where work runs rather than
in routing intelligence

o Lcoua = additional cloud processing latency when esca-
lation occurs

For DFC-ALI systems, most processing occurs locally within
device clusters with occasional collaboration beyond the local
network:

Lprc = T;?SSI + B - Teoltab (5

where:

. ngg'gl = local processing time within the device cluster

(leveraging optimal local resources)
« (3 = collaboration factor representing the fraction of tasks
requiring external collaboration (0 < 8 < 1)

o Tionab = additional time for collaboration beyond the local
cluster when needed

The key advantage of DFC-AI is that 3 is typically small
(< 0.2) for the workloads modeled here, so the heterogeneous
local cluster handles the vast majority of processing require-
ments locally. This locality split is a design assumption of
the scenarios rather than a measured property of industrial
workloads, and Table 4 reports the sensitivity of the results
to it. Within the cluster, GPU-equipped devices automatically
handle computationally intensive Al tasks for CPU-based de-
vices, while T¢,p represents rare instances requiring external
resources beyond the local cluster capabilities.

Critically, when cloud connectivity is lost, L¢oua — 00
(complete failure), while the gateway and DFC-AI both con-
tinue serving locally cached tasks. The architectures diverge
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under a node failure: a gateway is a shared aggregation point
whose loss disables every device it serves, whereas Lpgc
depends only on the originating device, so a single failure
is contained to that device.

C. Energy Consumption Model

Energy efficiency is crucial for battery-powered devices
and overall system sustainability. DFC-AI’s microservices
architecture enables selective activation of Al components, so
that only the modules a task requires are resident and running.
On a resource-constrained device the path from this property to
energy runs through memory occupancy: measurements on IoT
gateways identify memory usage, together with container start-
up time, as the decisive factors governing the performance and
energy cost of deploying containerized microservices on such
hardware [17]. The general modularity and selective-activation
properties of microservice architectures are surveyed in [16].
Holding only the required modules resident therefore costs less
than holding a monolithic image resident continuously, and
it is this effect that the idle-power term P (1 — p;) below
represents.

We are careful not to generalize the effect beyond that set-
ting. In datacenter deployments, where services are replicated
and orchestrated across nodes, coordination overhead can out-
weigh the benefit, and controlled experiments find monolithic
deployments better performing at low replication [18]; that
study measures throughput and response time rather than
energy, so we treat it as bounding the performance claim
rather than the energy claim. The direction of the result is
therefore setting-dependent, and we claim it only for the
device-resident case that this paper evaluates. The savings
reported below accordingly arise from three effects that the
model makes explicit: avoiding transmission over the wide-
area path, executing on low-power local hardware instead
of high-power shared hardware, and the reduced idle power
that selective activation yields on the device, in that order of
magnitude.

We model the energy consumption including both process-
ing and transmission:

Etotal = Eprocessing + Etransmission (6)

For DFC-AI with microservices:
N

Eprc = Z (Pe - (1~

=1

pi) + P';Clive : pi) T+ Egans  (7)

where:

e N = total number of microservices deployed on the
device

P}, = idle power consumption of microservice i (watts)

e Pl.. = active power consumption of microservice i

when processing (watts)

e p; = utilization factor of microservice ¢ (fraction of time
active, 0 < p; <1)

T = time period over which energy is measured (seconds)

o Bians = Eﬁkl—&-egyle D = transmission energy on link ¢, the
sum of a fixed radio cost per transmission (the connected-
state promotion and tail that dominates for small frequent
payloads) and a per-byte term whose slope is set from the
per-gigabyte figures adopted for the three link types (0.6,
0.05, and 0.01 Wh/GB for the wide-area uplink, the on-
site link, and the device-to-device mesh; see Section V-
B for their derivation and status). The two-term form, a
fixed radio cost plus a payload-proportional cost, follows
the offloading energy models of [19]. The fixed term is
largest for a cellular or satellite uplink and negligible for
the local mesh. Processing energy is each node’s active
power times ti,¢, a fraction of a watt to a few watts for
a sensor or wearable, about 100 W for a shared gateway
or GPU/NPU node, and a data-center figure on the order
of 400 W for the cloud

The simulation evaluates the active term of this expression
directly, charging each node’s active power for the duration
of each task it serves. In the deployments modeled here,
the combination of local execution and selective activation
yields the 90 to 95 percent reductions in total energy reported
in Section VI, dominated by the avoided transmission term
rather than by the idle-power term; a comparable ordering of
magnitudes was obtained for traditional and agentic workloads
in an earlier analysis by one of the authors [20].

D. Cost Model

We deliberately avoid absolute monetary figures, since cloud
and hardware prices vary by vendor, region, and time and
would date the analysis. Instead we model cost in relative
terms.

The recurring cost of serving a task in the cloud has several
components. The first is moving the payload over the network,
which in remote energy sites means a costly cellular or satellite
uplink rather than inexpensive datacenter egress. The second is
the cloud computation itself, measured in GPU time [21], [22].
The third, when the cloud baseline is a hosted language model
rather than a specialized model, is a per-token charge levied
on every call. On the supply side, a gateway adds amortized
infrastructure that is paid regardless of use, whereas already-
owned devices contribute only a sunk, near-zero marginal
cost. Which component dominates depends on the workload:
for the data-heavy video of drone inspection and worker
safety, network movement and per-frame compute dominate;
for token-billed agentic workloads the per-call token charge
dominates and grows with every task and every reasoning step;
and for a gateway the fixed infrastructure dominates whenever
utilization is low.

The decisive observation is that a task resolved on the
device incurs none of these cloud charges, neither network, nor
cloud compute, nor tokens. The relative cost of an architecture
therefore tracks the fraction of the workload it sends to the
cloud, and is largely insensitive to the specific unit prices:
moving any single rate by an order of magnitude leaves
the comparison essentially unchanged. For the cloud and for
device-first, neither of which provisions dedicated infrastruc-
ture for the task, this recurring cost is the whole cost, and we
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compute it relative to the cloud from the cloud-bound fraction
of each workload. A gateway adds a fixed component, the
amortized infrastructure that must be provisioned regardless of
utilization, which dominates its total; for that component we
rely on published total-cost-of-ownership studies rather than
estimate prices ourselves [23], [24]. The total cost combines
the two:

Clotal = Crecurring + Cﬁxed (3

o Centralized cloud: every task crosses the network and
is served in the cloud, so the recurring component is
maximal, while the fixed component is effectively zero
under pay-as-you-go provisioning.

« Gateway-edge: only the escalated fraction reaches the
cloud, so the recurring component is small, but a ded-
icated gateway tier must be acquired, powered, and
maintained, giving a fixed component incurred even at
low utilization.

o« DFC-AI: only the escalated fraction reaches the cloud,
and the bulk of computation runs on devices the enterprise
already owns and powers, so the recurring cloud cost
and the marginal device cost are near zero. Where a task
exceeds device capability a shared GPU/NPU is used, but
it is sized for that residual rather than the full workload,
so its fixed component is a fraction of a gateway tier’s
and is zero where the devices suffice or the GPU/NPU is
itself an owned device.

This treatment assumes that on-device computation is a sunk
asset with spare capacity, so local inference adds negligible
marginal cost. The assumption holds for the scenarios consid-
ered, where the devices are already deployed and powered for
the operation. It would weaken in two cases: if serving the Al
required provisioning new on-device compute, whose capital
cost would then be amortized much as the gateway’s is, and
if the devices were severely battery-limited, where the added
computation appears as an energy cost rather than a monetary
one and is accounted for in the energy analysis instead.

For agentic workloads served by a hosted large language
model (LLM), both compute and charge scale with tokens
rather than payload bytes. Recent surveys of edge and on-
device LLM execution document both the growing feasibility
of running compact models on end devices and the privacy,
latency, and offline-reliability pressures that motivate doing
so [25], [26]. The service time is % = Tpre/ Tore + Ndec/ Tdec
for npre prefill and nge. decode tokens at the prefill and decode
throughputs, and the cloud charge is iy Npre + Tout Tdec Mstepss
growing with every reasoning step. This is the regime in which
avoiding a cloud call removes the largest and most directly
metered cost. The three scenarios evaluated here are vision
and sensor workloads, for which compute scales with pixels
and data volume through the W, and R;, terms above, so we
treat the token regime analytically rather than simulating it.

V. SIMULATION FRAMEWORK AND METHODOLOGY

We conducted comprehensive simulations with statistical
rigor to validate the theoretical advantages of DFC-AI across
realistic energy sector deployment scenarios. Our simulation

framework encompasses three representative applications with
30 independent runs per scenario to establish 95% confidence
intervals.

A. Simulation Scenarios
1) Autonomous Drone Fleet Inspection:

« Fleet Composition: 10 drones, 1 GPU-equipped (Jetson
AGX Orin, 20x processing power), 9 standard (Arm
Cortex, 1x processing power)

o Workload: 5SMB compressed H.264/H.265 images, 6
captures/minute/drone (Poisson distributed)

o Duty cycle: six flight hours per day; battery endurance
limits continuous flight to tens of minutes per sortie, so
daily totals scale with flight hours rather than wall-clock
time, giving approximately 10.8 GB per drone per day at
the stated capture rate. The simulation models the active
inspection period.

« Task Complexity Distribution: 80% simple (local pro-
cessing), 15% complex (GPU required), 5% cloud-only
(historical analysis)

« Network Conditions: 100 Mbps bandwidth (assuming
high on-site network availability), 5-50 ms latency vari-
ability

2) Industrial Sensor Network Monitoring:

« Network Composition: 500 sensors (350 simple, 150
smart) + 2 edge GPU servers

« Data Generation: 0.1Hz effective sampling rate (every
10 seconds), phase-staggered across sensors so that read-
ings are not aligned to a common clock, 100 bytes to
1KB per reading

« Event Distribution: 95% normal readings, 4% anomalies
requiring collaboration, 1% critical events

o Network Conditions: Industrial ethernet (8-30 ms la-
tency, 100 Mbps bandwidth)

3) Worker Safety Monitoring:

« System Composition: 25 wearables, 5 vehicles, 10 cam-
eras, 1 stationary GPU mini-PC

« Workload: Continuous vital signs (1Hz, 256 bytes),
continuous personal protective equipment (PPE) and haz-
ard video inference on a 2MB frame every 3 s per
camera, continuous activity and fall inference on a 50 kB
inertial window every 5 s per wearable, and rare cloud-
only incident reconstruction. Detection runs continuously
rather than on a fixed check schedule, so that transient
events are caught.

« Network Conditions: Remote site connectivity (50-
80 ms latency, 10 Mbps)

B. Key Simulation Assumptions

The simulation combines inputs grounded in published
measurements with parameters set as design assumptions for
the scenarios. The inference work per complexity class is
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calibrated against on-device benchmarks [12]-[15], the two-
term structure of the transmission-energy model from pub-
lished offloading energy models [19] with per-gigabyte slopes
adopted as assumptions consistent with published electricity-
intensity studies [27], [28], and the heavy-tailed structure of
the workload from datacenter and cluster-trace studies [3]—
[5]. The per-scenario network bandwidths, the complexity mix
of each workload, the locality split, and the device counts
are design assumptions chosen to represent typical energy-
sector deployments rather than measured values; the sensitivity
analysis in Table 4 shows how the results respond when the
most consequential of these are varied. Because the inputs are
measurements from commodity devices and networks, and the
device-first design uses only standard, deployable components,
a portable microservice runtime above the operating system
together with ordinary network and inter-process calls, the
comparison describes a system that can be built with current
hardware rather than an idealized one. The specific assump-
tions are detailed below.

1) Heterogeneous Device Capabilities: Not all devices have
equal processing power. In realistic deployments:

o 10%-20% of devices are GPU-equipped for intensive Al
workloads

o 80%-90% are CPU-based devices for operational tasks

e Zero-configuration discovery enables automatic load dis-
tribution

2) Network Transmission Energy: Transmission energy
combines a per-byte term, with the per-gigabyte slopes below,
and a fixed per-transmission radio cost that dominates for
small frequent payloads. The two-term structure follows the
offloading energy models of [19]. The per-gigabyte slopes are
the following:

e Cloud (wide-area uplink): 0.6 Wh/GB plus the largest
fixed radio cost

¢ On-site link: 0.05 Wh/GB plus a small fixed cost

o Device-to-device mesh: 0.01 Wh/GB with negligible
fixed cost

These three values are modeling assumptions, not measure-
ments of our own or figures taken verbatim from a single
source, and we state their provenance explicitly. Published
electricity-intensity studies place fixed-line Internet transmis-
sion at 6 x 102 kWh/GB in 2015 and report that this intensity
has halved approximately every two years, which extrapolates
to a figure of order 10~3 KkWh/GB, that is, of order | Wh/GB,
for a contemporary access and core path [27]. Mobile access
networks are consistently measured at a substantially higher
intensity than fixed access over the same period [28]. We
therefore adopt 0.6 Wh/GB for the wide-area uplink as a
contemporary order-of-magnitude figure consistent with those
trends, and set the on-site and device-to-device slopes an order
and two orders of magnitude lower, respectively, reflecting the
successively shorter reach and smaller shared infrastructure of
those links. What the analysis depends on is this ordering
across the three link types rather than the specific values:
because the comparison is driven by the volume of data each

architecture places on the wide-area path, scaling all three
slopes by a common factor leaves the relative energy results
unchanged, and the sensitivity analysis of Table 4 covers
the effect of moving traffic between links. Absolute Wh/day
figures should accordingly be read as indicative of magnitude
rather than as measured consumption.

3) Inference, Queueing, and Correlated Load: Inference
time scales with device throughput, so a task runs faster on
a GPU/NPU than on a CPU device. The cloud is modeled as
an elastic tier whose server count scales with the arrival rate
to hold utilization near one half at mean load, so its typical
latency is load-insensitive, while each device and each shared
gateway or GPU/NPU node is a single-server queue that can
saturate under load. All queues are driven by the actual arrival
times, so latency responds to load rather than to a fixed mean,
and each service time carries an independent multiplicative
lognormal jitter of about eighteen percent. Heavy, incident-
driven tasks, the complex and cloud-only classes, are generated
by a self-exciting cluster process so that they arrive in corre-
lated bursts, the regime that most stresses a shared tier; offsets
from each cluster centre are symmetric, so a burst spreads on
both sides of its centre. We additionally sweep the arrival rate
to confirm that the ordering of the architectures is robust to
load.

4) Device-First Routing: The DFC-AI router is device-first
and uses only information a device can observe at decision
time. A task runs on its source device whenever that device
can serve its complexity class. Work that exceeds the device,
the GPU-class tasks, is offloaded, and the router selects the
target, a local GPU node or the cloud, by the lowest latency
it can predict from the candidate throughput, the measured
link bandwidth and payload size, and a causal estimate of
each node’s queue formed from the tasks already dispatched
to it. These predictions use the expected service time and do
not use the per-task jitter or any knowledge of future arrivals,
so the router is not an oracle; the realized latency, including
the actual queueing and jitter, follows from the queue model
above. Because the cloud is always available as a fallback,
when a local GPU/NPU is saturated or a local link is too slow
for a large payload the offloaded work moves to the cloud, so
DFC-ALI tail latency tracks cloud performance to within the
local dispatch overhead of about 2.5 ms rather than diverging
from it. Tasks that require cloud-scale resources are sent to
the cloud by definition.

5) Cost Model Assumptions:

« Recurring cost driver: the cloud-bound data volume,
taken directly from the workload as payload size times
task rate, which determines cloud ingest, storage, and
computation.

« Device marginal cost: treated as near zero, since the
devices are enterprise-owned assets already provisioned
and powered for the operation.

« Gateway fixed cost: a dedicated tier whose cost is
incurred regardless of utilization, on top of its escalated
cloud traffic.

o Scope: the comparison covers both specialized models
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served on owned or rented compute and hosted language
models billed per token; the device-first advantage is
largest under per-token billing, where every avoided call
removes a direct charge.

Because the index is built from data volume rather than
prices, the resulting comparisons are illustrative and architec-
tural. They show how cost scales with each design, not what
a particular deployment would pay.

6) Inference Work and Device Scaling: Inference time
follows the service-time model ¢,y = (W./Sq + RioD) 14 of
equation (1):

e Base work W, of about 2, 30, 120, and 400 ms for the
simple, moderate, complex, and cloud-only classes on
an Arm Cortex-A reference CPU, calibrated against pub-
lished benchmarks [12]-[15]; dividing by device through-
put reproduces measured GPU/NPU latencies

Data-movement term R;, of about 4 ms per megabyte of
payload

Compute term scaled by the node’s throughput, so a
GPU/NPU runs a task faster than a CPU device, and a
portable-runtime factor on the device CPU path

Relative device throughputs used in the scenarios, with
the reference CPU set to one: GPU-class nodes (the
inspection drone’s onboard GPU, the sensor-network
edge GPUs, and the worker-safety mini-PC) at fifteen
to twenty, vehicle compute at two, smart sensors at one
half, wearables at one fifth, simple sensors and cameras
at one tenth, and the cloud at one hundred

C. Statistical Methodology

Each scenario was run 30 times with different random seeds
(a fixed base seed plus the run number) to characterize vari-
ability. We computed 95% confidence intervals using Student’s
t-distribution and used two-sample Welch t-tests to check that
the differences between architectures are not due to chance;
the achieved significance is p < 0.001 for both the latency and
the energy comparisons. The simulation is additionally cross-
checked against the closed-form latency model of Section IV
(Table 9).

VI. SIMULATION RESULTS AND ANALYSIS

To validate our theoretical models, we developed a simu-
lation framework covering three representative energy sector
scenarios. These simulations incorporate realistic operational
parameters, network conditions typical of remote industrial
sites, and workload distributions based on established patterns
from cloud computing literature. Across the three scenarios,
DFC-AI reduced the typical latency by 79 to 93 percent and
energy use by 90 to 95 percent, kept 90 to 100 percent of
capability when a local node failed, and cost a small fraction
of either alternative. The rest of this section shows where
these gains come from, how they hold up under stress, and
the conditions under which they narrow.
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A. Latency Performance

DFC-AI delivers the lowest typical latency in every sce-
nario. Table 1 reports the median, the latency a typical request
experiences, and DFC-AI cuts it by 79 to 93 percent against
the cloud. The differences between architectures are large and
statistically significant (two-sample Welch t-test over 30 runs,
p < 0.001), with 95% confidence half-widths on the per-run
DFC-AI median of 3.4, 0.2, and 4.9 percent for the drone,
sensor, and worker-safety scenarios respectively.

Two further views matter alongside the median. The tail, the
99th-percentile latency in Table 2, is the slowest request in a
hundred, the figure a safety deadline must tolerate. The mean,
used in the sensitivity analysis below, is the simple average,
which can rise when heavy tasks are pushed off the device
even while the typical request is unchanged. A system can
have a fast typical case and a slow tail at the same time, so
we report all three.

TABLE 1
MEDIAN LATENCY BY SCENARIO (MS). VALUES ARE THE MEAN OF THE
PER-RUN MEDIAN OVER 30 INDEPENDENT RUNS.

Architecture Drone Sensor Safety

Cloud-Centric 490.1 40.0 80.2

Gateway-Edge 445.9 8.2 20.2

DFC-AI 34.8 4.6 16.6

DFC-AI Improvement 93% 88% 79%
TABLE 2

TAIL LATENCY BY SCENARIO, 99TH PERCENTILE (MS). VALUES ARE THE
MEAN OF THE PER-RUN 99TH PERCENTILE OVER 30 INDEPENDENT RUNS.

Architecture Drone Sensor Safety
Cloud-Centric 505.1 43.0 1693.3
Gateway-Edge  498.1 114 208.6
DFC-AI 497.5 13.5 49.6

The worker-safety scenario is where the tail separates the
architectures. In the drone scenario all three tails sit near
500 ms, because the slowest requests there are the five
percent of tasks that are cloud-bound by design and that every
architecture sends to the cloud; this leaves the DFC-AI median
untouched. On the worker-safety site, whose remote uplink is
only 10 Mbps, shipping a 2MB video frame to the cloud costs
roughly 1.7 seconds, so the cloud carries second-scale tails for
the frames it sends over that uplink. The gateway and DFC-
Al both process the frame on the local GPU/NPU instead, so
both keep sub-second tails: the gateway holds its tail at 209 ms
and DFC-AI at 50 ms. The gateway tail is higher because it
routes every task through the shared node over the on-site
link, whereas DFC-AI runs routine work on the originating
device and sends only the heavy frames to the shared node,
leaving it less loaded. In the sensor network the DFC-AI tail of
13.5 ms sits marginally above the gateway’s 11.4 ms, because
the slowest one percent there are the critical events that both
architectures send to the cloud, and the device-first path pays
a small local dispatch overhead before doing so.

To examine behavior under contention rather than at nom-
inal load, we sweep the arrival rate of the worker-safety
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workload. Table 3 reports median and 99th-percentile latency
as the rate rises from half to eight times nominal.

TABLE 3
WORKER-SAFETY LATENCY UNDER LOAD: MEDIAN / P99 (MS) VERSUS
ARRIVAL-RATE MULTIPLIER. TAIL VALUES HERE ARE POOLED ACROSS
RUNS AT EACH LOAD LEVEL, A DIFFERENT ESTIMATOR FROM TABLE 2,
WHICH AVERAGES THE PER-RUN TAIL; THE TWO THEREFORE DIFFER
SLIGHTLY AT THE NOMINAL RATE.

Rate Cloud Gateway DFC-AL
0.5x  80.2/1692.0 20.2/202.0 16.6 / 42.5
1x 80.2/1692.8  20.2/206.2 16.6 / 46.9
2% 80.2/1695.9  20.2 /2237 16.6 / 66.1
4x 80.2 /17142  20.2 / 1069.8 16.8 / 910.3
8x 80.2 /2458.6 26.0/1702.0 17.0 /1697.8

The DFC-AI median is flat and lowest at every load, holding
between 16.6 and 17.0 ms across the entire range, because
routine work stays on per-device queues that never approach
saturation; the figure beside it, the tail, grows only as the
load climbs. As the rate rises, both the gateway and DFC-
Al keep their tails bounded by cloud performance: each sends
overflow to the cloud once its shared GPU/NPU is predicted
to be slower than the wide-area path, so neither tail climbs
past the cloud’s. The DFC-ALI tail stays below the gateway’s
at every rate, from 42.5 against 202.0 at half nominal to
1697.8 against 1702.0 at eight times nominal, because DFC-
Al runs routine work on the originating device and offloads
only the heavy frames, so its shared node saturates later than
the gateway’s, which must absorb every task. At eight times
nominal both edge tails sit below the cloud’s 2458.6 ms. The
median is unaffected throughout because it is set by on-device
work, where DFC-AI keeps its lead. Adding a second shared
GPU/NPU would lower both edge tails further by reducing the
share that spills to the cloud. Each entry is pooled over many
independent runs to give a stable estimate of the tail.

The drone inspection scenario reveals the critical impact of
local processing: with SMB compressed images transmitted at
100 Mbps, DFC-AI processes these images locally in under
40 ms, achieving the sub-second response times essential for
autonomous navigation and immediate defect detection. In
the worker safety scenario, routine vital-sign checks resolve
on the wearables in under 20 ms, while the stationary GPU
mini-PC handles video-analytics frames in roughly 30 ms,
demonstrating the importance of strategic GPU placement in
DFC-AI deployments.

B. Sensitivity to Operating Conditions

The result of this subsection is robustness: as the operating
conditions worsen, the typical DFC-AI request is essentially
unaffected, the worst case stays close to the cloud path, and
only the average creeps up, and only modestly. To show this,
we vary three parameters one at a time in the drone scenario
and report the effect on DFC-AI latency. Table 4 summarizes
the sweeps. The cloud-centric reference, whose latency is set
by the wide-area uplink, stays at a median of 490 ms, a mean
of 491 ms, and a 99th percentile of 505 ms throughout.

The median and the tail barely move, for a simple reason.
The typical request is handled on the device whatever these
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TABLE 4
SENSITIVITY OF DFC-AI LATENCY TO OPERATING CONDITIONS (DRONE
SCENARIO); THE CLOUD-CENTRIC REFERENCE STAYS AT 490 MS MEDIAN,
491 MS MEAN, AND 505 MS P99

Condition Setting Median Mean P99 Local
(ms) (ms) (ms) (%)
Local mesh 1000 Mbps 34.6 61.8 498.1 —
bandwidth 250 Mbps 34.6 78.3 498.1 —
100 Mbps 34.6 111.2  498.1 —
50 Mbps 34.6 119.4  500.9 —
25 Mbps 34.6 1194 500.9 —
Cloud-bound 5% 34.6 61.8 498.1 94.9
fraction 10% 354 85.0 499.5 89.9
20% 36.9 131.7  502.3 79.6
30% 40.3 1819  507.2 68.7
Device 100% 34.6 61.8 498.1 —
capability 75% 35.6 62.8 498.1 —
50% 37.6 64.9 498.1 —
25% 43.6 71.0 498.1 —

conditions are, so the median stays near 35 ms, and the worst
case is always the same small slice of inherently cloud-bound
tasks, so the tail stays near the cloud value of 500 ms. What
changes is the average, because these conditions act on the
heavy tasks that get offloaded, which sit between those two
fixed points. As the local mesh bandwidth falls from 1000
to 25 Mbps the mean rises from 61.8 to 119.4 ms, as more
of the large 5 MB images are sent to the cloud rather than
across a slow local link; once the link is slow enough that the
cloud is always the faster choice, further reduction changes
nothing, which is why the 50 and 25 Mbps rows coincide. As
the cloud-bound fraction rises from 5 to 30 percent the mean
rises from 61.8 to 181.9 ms and the share of work handled
locally falls from 94.9 to 68.7 percent, the quantity that sets
autonomy under a cloud outage. As device throughput is cut
to a quarter the mean rises only from 61.8 to 71.0 ms and the
median to 43.6 ms.

The cloud-bound sweep also shows the one condition under
which the DFC-ALI tail rises above the cloud reference. A task
that is ultimately cloud-bound is triaged on the device before
dispatch, so it pays the local inter-process handoff of about
2.5 ms in addition to the full cloud path. As the cloud-bound
fraction rises, these tasks come to populate the 99th percentile,
and the DFC-AI tail moves from 498.1 to 507.2 ms against
a cloud reference of 505 ms, crossing it between 20 and 30
percent. The tail therefore tracks the cloud path to within the
dispatch overhead rather than being strictly bounded by it. In
every case the DFC-AI mean stays far below the cloud-centric
mean of 491 ms, because the router keeps work on the device
when local execution is faster and falls back to the cloud when
it is not.

C. Network Resilience and Autonomy

The resilience difference that matters is not surviving a
cloud outage, where the gateway and DFC-AI both cope, but
surviving the loss of a single local node, where they diverge
sharply. Table 5 compares operational capability under two
distinct failure modes: a cloud outage with the local network
intact, and the failure of a single local node.
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TABLE 5
OPERATIONAL CAPABILITY UNDER CLOUD OUTAGE (SHARE OF TASKS
STILL SERVED LOCALLY) AND SINGLE-NODE FAILURE (SHARE OF THE
FLEET RETAINING INTELLIGENCE)

Failure mode Scenario Gateway DFC-AI
Cloud outage Drone 94.7% 94.8%
Sensor 99.0% 99.0%
Safety 99.9% 100.0%
Single-node Drone 0.0% 90.0%
failure Sensor 50.0% 99.8%
Safety 0.0% 97.6%

A cloud-centric system retains no capability under either
failure mode, so it is omitted from the table. This separates
two failure modes that are often conflated. When cloud con-
nectivity is lost but the local network is intact, a gateway keeps
serving its cached models and retains 94.7 to 99.9 percent of
capability, essentially matching DFC-AI’s 94.8 to 100 percent.
The architectures diverge under a local failure. A gateway is
a shared aggregation point: in the worker-safety and drone
scenarios a single gateway serves the entire group, so its loss
removes intelligence from every device at once, while with
two aggregation nodes in the sensor network a single failure
costs half the fleet. DFC-AI distributes intelligence across the
devices, so a single node failure removes only that node and
leaves 90.0 to 99.8 percent of the fleet operational. The single-
node figure counts the share of devices that remain reachable
and powered after one failure; devices whose heaviest tasks
exceed their own capability lose that portion of their work
when the shared node fails, while retaining their local work.
This single-point-of-failure exposure, rather than the cloud-
outage fraction, is the substantive resilience difference, and
for safety-critical operations in remote energy facilities it can
be decisive. These figures hold for the workload mix of the
modeled scenarios, in which most tasks are local. The share
of work that must reach the cloud sets an upper bound on
autonomy, and Table 4 shows the locally handled fraction
falling from 94.9 to 68.7 percent as the cloud-bound share
rises from 5 to 30 percent, so the resilience claims should be
read against a workload of this kind rather than as architecture-
independent guarantees.

D. Energy Efficiency

DFC-AI uses 90 to 95 percent less energy than the cloud
in every scenario, for one underlying reason: it keeps data off
the power-hungry wide-area path. Table 6 shows total energy
consumption including both processing and transmission.

The energy savings are large in all three scenarios. For
the data-heavy drone and worker-safety workloads they come
primarily from eliminating the transmission of SMB images
and 2MB video frames to the cloud, which carries a high
per-gigabyte energy cost (the 0.6 Wh/GB assumed for the
wide-area uplink) that local processing avoids. For the sensor
network the savings instead arise from performing a very large
number of routine inferences on low-power devices rather
than on high-power cloud GPUs/NPUs, and from avoiding
the fixed radio cost incurred on every one of those many
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TABLE 6
DAILY ENERGY CONSUMPTION BY SCENARIO (WH/DAY), EXTRAPOLATED
TO A CONTINUOUS 24-HOUR BASIS FOR COMPARABILITY; FOR THE
DUTY-CYCLED DRONE DEPLOYMENT THE ABSOLUTE FIGURES SCALE
WITH FLIGHT HOURS, LEAVING THE PERCENTAGE SAVINGS UNCHANGED

Architecture Drone Sensor Safety
Cloud-Centric 462.5 636.1 1074.9
Gateway-Edge 95.5 110.0 233.0
DFC-AI 36.0 63.8 56.5

DFC-AI Savings  922%  90.0%  94.7%
Gateway Savings 79.3%  82.7%  78.3%

small cloud transmissions. In every case the dominant effect
is the same, keeping work off the wide-area path. Multiplied
across thousands of continuously operating devices, the effect
is substantial, lowering the energy footprint of the deployment
and extending battery life for remote installations.

E. Economic Analysis

DFC-AI costs a small fraction of either alternative, and a
gateway can cost more than the cloud it was meant to replace.
Table 7 presents the relative total cost of ownership of deploy-
ing the AI capability under each architecture, normalized so
that the cloud-centric case equals one.

The recurring component, computed from the cloud-bound
volume of each workload, is small for both edge architectures
and identical between them: 0.050 for the drone scenario,
0.010 for the sensor network, and 0.001 for worker safety,
in both the gateway and device-first cases, since both send the
same inherently cloud-bound work onward. What separates
them is the fixed component. Device-first adds none, because
the work runs on devices already owned and powered. A
gateway adds a dedicated tier, and for that component we take
a three-year total-cost-of-ownership comparison of hyperscale
edge configurations against regional data centers, which places
the edge platform 35 to 55 percent above the cloud baseline,
the difference arising from real estate, cooling, and mainte-
nance staffing [23], corroborated by [24]. The first of these is
an industry analysis rather than a peer-reviewed measurement,
and the comparison is workload-dependent: where gateway
hardware is heavily and continuously used, its amortized cost
falls below the cloud.

TABLE 7
RELATIVE TOTAL COST OF OWNERSHIP FOR DEPLOYING THE Al
CAPABILITY (CLOUD-CENTRIC = 1.00)

Relative TCO

1.00 (baseline)
1.35-1.55
0.001-0.05

Architecture

Cloud-centric
Gateway-edge
DFC-AI

The three values reflect how each architecture incurs cost.
The cloud bills per use and sets the baseline. A gateway
adds dedicated hardware whose amortized cost, together with
power, cooling, and maintenance, is paid regardless of utiliza-
tion, so independent studies place its total above the cloud
at the moderate utilization typical of provisioned-for-peak
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deployments, and below the cloud only when the hardware
is heavily and continuously used. Device-first runs the bulk
of the work on devices already owned and amortized for
their primary function and escalates only the small remainder,
and where a task exceeds device capability it uses a shared
GPU/NPU sized for that residual rather than a full-workload
gateway. Its cost therefore falls in the range of the recurring
index alone, from 0.001 to 0.05 across the three scenarios.
The advantage is largest for data-heavy workloads, where local
processing displaces a large cloud-egress bill; for a data-light
workload there is little cloud cost to displace, so a dedicated
GPU/NPU there, like a gateway, does not beat the cloud.
These cost savings, although large, are not the dominant
economic argument for the data-light scenarios. For sensor net-
works and worker safety the primary value is the prevention of
outages and accidents. A single avoided production shutdown
or prevented worker injury, made possible by intelligence
that keeps operating through a network outage, outweighs the
cost difference by a wide margin. The low incremental cost
therefore strengthens rather than weakens the case for DFC-
Al, because it makes resilience the decisive economic factor.

FE. The Role of Data Sovereignty

If a gateway’s total cost is, at the utilization typical of real
deployments, no lower than the cloud’s, its appeal must rest
on something other than saving money.

Surveys of industrial edge adoption report that the leading
driver of gateway deployment is data sovereignty, the require-
ment to keep regulated or sensitive data within a jurisdiction
or on the premises, rather than cost reduction [29]. Latency
and autonomy follow, while cost and complexity are cited
as barriers rather than motivations. A gateway delivers data
sovereignty by keeping processing local, but pays for it with
the fixed infrastructure described above. DFC-AI provides
the same property, since data is processed on the originating
device and need never leave it, yet it does so without a ded-
icated tier, because the compute already exists in equipment
the enterprise owns and operates. The device-first approach
therefore offers the sovereignty that genuinely motivates edge
deployments while avoiding the fixed cost that, in practice,
often makes a gateway more expensive than the cloud it was
meant to replace.

G. Processing Location Distribution

Table 8 shows where DFC-AI processes work in each
scenario, as a share of tasks and as a share of data volume.

TABLE 8
WHERE DFC-AI PROCESSES TASKS, BY SCENARIO (%)

Scenario  Basis Device GPU/NPU  Cloud
Drone tasks, volume 81.7 13.3 5.0
Sensor by task count 28.5 70.5 1.0
by data volume 77.1 21.9 1.0
Safety by task count 75.0 25.0 0.0
by data volume 0.1 99.9 0.0
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The shared GPU/NPU is an owned device in the drone fleet,
a GPU carried on one of the drones, and dedicated hardware in
the other two scenarios, two edge GPUs in the sensor network
and one mini-PC in worker safety. Two patterns stand out.
The device handles the large majority of tasks everywhere,
from three quarters in worker safety to more than four fifths
in the drone fleet, while the cloud receives almost nothing, at
most five percent. The task share and the volume share diverge
sharply wherever a few heavy items dominate the bytes: in
worker safety the device handles three quarters of the tasks but
a tenth of a percent of the volume, because the video frames
are rare but large and all route to the GPU/NPU. This is why
the cost advantage tracks the workload. Where the GPU/NPU
is an owned device, or where it displaces a large cloud-egress
bill as in the drone and safety cases, device-first cost falls to
the low end of its range; where a dedicated GPU/NPU serves
a data-light workload, as it can in the sensor network, less
cloud cost is displaced and the advantage narrows.

H. Comprehensive Performance Comparison

Figure 4 compares the architectures on latency, energy,
and resilience, averaged across scenarios. Latency and energy
are median reductions relative to cloud, and resilience is the
fraction of the fleet that retains intelligence under a single-node
failure. Operating cost is treated separately in the economic
analysis above.
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Fig. 4. Improvement over cloud in latency, energy, and resilience, averaged
across scenarios (%)

1. Validation of Theoretical Models

Our simulation results strongly validate the theoretical pre-
dictions, as shown in Table 9.

The analytical median latency, taken at the low-load limit
where queueing is negligible, matches the simulated median
to within three percent in every scenario (1.2, 0.3, and 2.4
percent for the drone, sensor, and worker-safety cases), and the
small residual reflects the stochastic jitter present in the sim-
ulation but absent from the closed-form prediction. Because
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TABLE 9
THEORETICAL MODEL VERSUS SIMULATION: DFC-AI MEDIAN LATENCY
(Ms)
Scenario Theory Simulation Error
Drone 34.4 34.8 1.2%
Sensor 4.6 4.6 0.3%
Safety 17.0 16.6 2.4%

the analytical and simulated models share the same generative
assumptions, this agreement establishes internal consistency
rather than external validation. Robustness to the conditions
the closed form omits is shown separately by the load sweep
of Table 3, where the ordering of the architectures and the
flatness of the DFC-AI median persist as the arrival rate rises
by more than an order of magnitude.

J. Statistical Significance

All performance improvements were tested for statistical
significance using two-sample Welch t-tests with 30 indepen-
dent runs per scenario (df = 29):

« Latency reduction: p < 0.001 (highly significant)
o Energy savings: p < 0.001 (highly significant)

The cost comparison is structural rather than stochastic: the
cloud and device-first values follow directly from the workload
and the gateway range is taken from published studies, so
cost is reported as a relative comparison rather than a quantity
requiring a significance test.

VII. DISCUSSION
A. The Primacy of Autonomy

While our results demonstrate performance and economic
advantages, the fundamental value of DFC-AI lies in ensuring
continuous intelligent operation. The ability to maintain 95%
to 100% functionality during network outages is essential for:

« Safety-Critical Operations: Worker safety systems must
function regardless of connectivity. A fall detection sys-
tem that fails during a network outage defeats its purpose.

« Remote Operations: Equipment in isolated locations
cannot depend on network availability. Offshore plat-
forms, remote pipelines, and desert installations often
experience extended connectivity loss.

« Time-Critical Decisions: Real-time control requires im-
mediate response. The roughly 500 ms cloud latency
for drone image processing makes collision avoidance
challenging.

« Operational Continuity: Production systems cannot halt
due to network issues. Refineries and processing plants
require continuous operation.

B. The Gateway Paradox

Our finding that gateway-based architectures can have
comparable or higher costs than cloud solutions for certain

workloads challenges conventional wisdom but reflects oper-
ational reality reported in independent total-cost-of-ownership
studies [23], [24]:

« Edge infrastructure requires fixed costs (hardware, main-
tenance, operations) regardless of utilization

« Both edge servers and cloud resources may be needed,
potentially doubling infrastructure

« Edge servers require physical security, cooling, and main-
tenance in industrial environments

o Scaling edge infrastructure requires significant capital
investment

o Gateway systems are typically cloud-dependent exten-
sions with limited autonomous capability

DFC-AI reduces infrastructure costs by maximizing the
utilization of devices enterprises already own for operational
purposes, while still allowing for strategic edge deployments
where centralized processing provides clear benefits.

C. Heterogeneous Fleet Reality

Our simulation’s assumption that only 10%-20% of devices
need GPU capabilities reflects industrial reality and economic
practicality:

« Not every drone needs expensive GPU processing. One
GPU drone can serve a fleet.

« Simple sensors perform adequately with basic processors
for routine monitoring

« Strategic placement of GPU resources (e.g., stationary
mini-PCs for worker safety) optimizes performance

« Intelligent task routing ensures GPU resources are used
where most beneficial

o Zero-configuration discovery means GPU resources are
automatically shared

This heterogeneous approach optimizes cost-performance
while maintaining full fleet capability. For example, in our
worker safety scenario, a single stationary GPU mini-PC pro-
vides video analytics and complex processing for 25 workers,
10 cameras, and 5 vehicles, demonstrating efficient resource
utilization.

D. Scalability for Billions of Agents

The transition to billions of autonomous agents makes DFC-
Al not just advantageous but essential:

« Network Mathematics: 1 billion agents x 1MB/s = 1000
TB/s bandwidth requirement

o Processing Load: Centralized processing of billions of
agents would require unprecedented data center capacity
beyond current global infrastructure

« Latency Cascade: Even small delays multiply across
billions of interdependent agents

o Failure Propagation: Centralized failures affect all
agents simultaneously
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DFC-AI’s distributed model scales linearly with agent
count, avoiding these exponential scaling challenges.

VIII. RELATED WORK

Edge computing moves computation closer to data sources
to cut latency and bandwidth [2], and the subsequent work
on edge intelligence has pushed deep learning training and
inference toward the network edge in industrial and consumer
settings [30]. These approaches reduce dependence on the
cloud, yet most retain centralized control and assume con-
nectivity for coordination, so the end devices remain managed
clients rather than autonomous participants.

Fog computing introduced a distributed tier between devices
and the cloud [31] and framed a research agenda for low-
latency, geographically distributed services [32], [33]. Fog de-
ployments generally rely on dedicated intermediate infrastruc-
ture rather than the end devices themselves, which carries the
fixed-infrastructure cost discussed in the economic analysis.
Gateway-based edge architectures [10] place intelligence at
aggregation points but leave end devices as data collectors
and remain cloud-dependent for control and updates [9].

Collaborative edge inference partitions a model between a
device and a server to balance latency and energy. Neuro-
surgeon selects a layer-level split point between the device
and the datacenter [34], and distributed deep neural networks
extend this idea across cloud, edge, and end devices with early
exits [35]. These methods improve a single offloading decision
but still presume a reachable server tier, so they degrade
when connectivity is lost. The same limitation carries into
the current generation of agentic workloads: recent reviews of
edge and on-device LLM execution catalogue compression,
partitioning, and device-cloud collaboration techniques, and
identify offline reliability as an open requirement rather than
a solved one [25], [26]. Microservice designs for the Internet
of Things (IoT) show the modularity and selective-activation
benefits that DFC-AI also uses [16], [18], and studies of
industrial IoT document the challenges that motivate local
processing [1], yet both typically assume cloud or gateway
orchestration. Resource discovery in edge and IoT systems is
usually handled by a cloud-managed control plane that caches
only a subset of state at the edge [9]. Across these lines of
work, resilient operation under disconnection or node loss is
rarely treated as a first-class design goal, an observation we
draw from the surveyed literature rather than from any single
study.

DFC-AI differs from these approaches in three respects.
First, intelligence is device-first: agents run as microservices
that originate on the end device and extend outward only
when a task exceeds local capability, rather than starting at
a gateway, a fog node, or the cloud. Second, devices form
clusters through zero-configuration discovery, without a cloud-
managed control plane, so a cluster keeps functioning when the
wide-area link is down. Third, resilience is structural, because
intelligence is distributed across the devices: a cloud outage or
a single-node failure removes only the affected element rather
than disabling a shared tier, which the modeled scenarios
quantify at 94.8 to 100 percent capability under a cloud outage
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and 90.0 to 99.8 percent under a single-node failure. The
combination of device-first microservices, zero-configuration
discovery, and distributed resilience is what separates DFC-
Al from edge, fog, and collaborative-inference designs that
keep control, coordination, or the first point of execution off
the device.

IX. CONCLUSIONS

This paper evaluated Device-First Continuum AI (DFC-
Al) for autonomous operations in the energy sector through
mathematical modeling and comprehensive simulations of
drone inspections, sensor networks, and worker safety systems.

Our analysis demonstrates that DFC-AI fundamentally
changes how industrial Al systems operate by processing data
where context naturally resides. Rather than moving massive
amounts of contextual information to distant processors, DFC-
Al enables devices to make decisions using their immediate
environmental understanding. For instance, a drone interprets
its own visual feed, a sensor analyzes its own readings, a
wearable monitors its own worker. This context-first approach
cuts the typical latency by 79 to 93 percent and energy use
by 90 to 95 percent across the modeled scenarios, while
keeping near-full operational capability both when the cloud
is unreachable and when an individual node fails. Because
the device-first router falls back to the cloud whenever local
execution would be slower, DFC-AI tail latency tracks cloud-
centric performance to within the local dispatch overhead
across every condition we tested, including heavy load and
weak local networks, while staying ahead on median latency,
energy, resilience, and cost. The advantage is largest for the
predominantly local workloads typical of the energy sector and
narrows toward parity only when the workload is inherently
cloud-bound.

A second mechanism accounts for the results in the hetero-
geneous scenarios. Zero-configuration discovery lets devices
form local clusters in which a GPU- or NPU-equipped node
serves the tasks that exceed a weaker device, so a single GPU-
equipped drone handles the complex vision tasks of a fleet
while the remaining drones resolve routine work locally. In
the processing-location results of Table 8 this appears as a
task share concentrated on the originating device and a data-
volume share concentrated on the shared node.

The cost consequence follows from the same structure rather
than from any new expenditure: the bulk of the computation
runs on devices that the operator has already acquired, pow-
ered, and amortized for their primary function, so the marginal
cost of the residual is small relative to either a metered cloud
bill or a dedicated gateway tier.

Two limitations bound these conclusions. First, the results
are model-based; the analytical and simulated models share
their generative assumptions, so their agreement establishes
internal consistency and not empirical validation. Second, the
per-scenario device counts, workload mixes, locality splits,
and network parameters are design assumptions rather than
measurements, and the transmission-energy slopes are adopted
values, so the absolute figures should be read as indicative
of magnitude while the ordering of the architectures, which
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the sensitivity and load sweeps show to be robust, carries the
weight of the argument.

Future work should therefore extend these evaluations to
field trials in operational energy facilities, measuring latency,
energy, and availability directly on deployed equipment, and
should extend the workload set to token-billed agentic tasks,
predictive maintenance, and grid optimization, where the cost
structure differs from the vision and sensor workloads modeled
here.
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